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Scene Setting

The General Data Protection Regulation (GDPR)

ﬁ
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Sets the minimum standards for data processing actsz8 Eltountries
Srict new rules on controlling and processing personally identifiaifrmation

Extendsthe protection of personal data and data protection rights by giving control back to
residents

Forms part of the data protection regime in the UK, together with the Bata Protection Act
2018(DPA 2018)

Replacedhe 1995 EU Data Protectiddirectiveon May25,2018



Official Purpose c6DPR?

GDPRuill significantly strengthen a number of rights: individuads’e more
power to demand companies reveal or delete the personal data fiodg

Regulatorawill be able to work in concert across the EU for the first time, ratt
than having to launch separate actions in each jurisdiction; and their
enforcement actions will have real teeth, with the maximum fine now reachi
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AlexHernThe Guardian 21 May 201¢€
https://www.theguardian.com/technology/2018/may/21/whais-gdprand-how-will-it-affect-you



Turn to the experts for clear interpretation

LYF2NXYIGA2Y [ 2YYA&EARY segegl Data Protection
Regulation (GDPR)

201 pages

https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/at
tachment_data/file/711097/guiddo-
the-generaldata-protection-regulation
gdpr-1-0.pdf




What 1s GDPR? ICO2018

https://ico.org.uk/fororganisations/guidé¢o-the-generaldata-protectionregulatiorgdpr/?template=pdf&patch=97#link0

What is personal data? | ICO b https:./fico.org.uk/for-organisat b -+
<~ Z Or B htips://fico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/?template=pdf8

{ Key detinitions

] Who does the GDPR apply to?

*» The GDPR applies to "controllers’ and "processors’.
= A controller determines the purposes and means of processing personal data.
I * A processor is responsible for processing personal data on behalf of a controller.

= If wvou are a processor, the GDPR places specific legal obligations on vou; for example, vou are
required to maintain records of personal data and processing activities. You will hawve legal liability
if vou are responsible for a breach.

* Howewver, if vou are a controller, yvou are not relieved of your obligations where a processor is
involved — the GDPR places further obligations on vou to ensure your contracts with processors
comply with the GDPR.

* The GDPR applies to processing carried out by organisations operating within the EU. It also
applies to organisations outside the EU that offer goods or services to individuals in the EU.

il = The GDPR does not apply to certain activities including processing covered by the Law

Enforcement Directive, processing for national security purposes and processing carried out by
individuals purely for personal/household activities.



GDPR 7 Key principles

The principles | ICO > =+
< cC O @ https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principlesy r a :

@
1 The UK's independent authority set up to uphold information
] rights in the public interest, promoting openness by public

Information Commissioner's Office bodies and data privacy for individuals.

Home Your data matters For organisations Make a complaint Action we've taken About the ICO

For organisations / Guide to the General Data Protection Regulation (GDPR) /

The principles share G

Search this document Q At a glance

Introduction » The GDPR sets out seven key principles:

What's new * |Lawfulness, fairness and transparency

o * Purpose limitation
Key definitions
* Data minimisation

What is personal data?
= Accuracy

Principles s Storage limitation
Lawfulness, fairness and * Integrity and confidentiality (security)
transparency » Accountability

Purpose limitation
P » These principles should lie at the heart of your approach to processing personal

Data minimisation data.

Accuracy

In brief

Storage limitation

Integrity and confidentiality » What's new under the GDPR?
(security)

= What are the principles?
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Information Commissioner's Office

Home  Your data matters  For organisations  Make a complaint  Action we've taken  About the ICO

For organisations / Guide to the General Data Protection Regulation (GDPR) / Key definitions /

What is personal data? share Q)

Search this document Q Ata glance

Introduction * Understanding whether you are processing personal data is critical to

) understanding whether the GDPR applies to your activities.
What's new

* Personal data is information that relates to an identified or identifiable individual.

Key definitions * What identifies an individual could be as simple as a name or a number or could

What is personal data? include other identifiers such as an IP address or a cookie identifier, or other

factors.

Principles
: = If it is possible to identify an individual directly from the information you are

Lawfulness, fairness and processing, then that information may be personal data.

transparency = If you cannot directly identify an individual from that information, then you need

to consider whether the individual is still identifiable. You should take into

Purpose limitation
account the information you are processing together with all the means

Data minimisation reasonably likely to be used by either you or any other person to identify that
individual.
Accuracy
= Even if an individual is identified or identifiable, directly or indirectly, from the
Storage limitation data you are processing, it is not personal data unless it ‘relates to’ the
individual.

Integrity and confidentiality
(security) * When considering whether information ‘relates to” an individual, you need to take
into account a range of factors, including the content of the information, the
purpose or purposes for which you are processing it and the likely impact or
Lawful basis for processing effect of that processing on the individual.

Accountability principle

» It is possible that the same information is personal data for one controller’s

Consent .
purposes but is not personal data for the purposes of another controller.

Contract » Information which has had identifiers removed or replaced in order to
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Scene Setting

Data Protection Act T —
2018

Publications Consultations Statistics Announcements

Collection

Data Protection Act 2018

The Data Protection Act updates our data protection laws for
the digital age. It received Royal Assenton 23 May 2018.

Published 23 May 2018
From: Department for Digital, Culture, Media & Sport and Home Office

Digital technology has transformed almost every aspect of our lives in the
twenty years since the last Data Protection Act was passed.

Our new Data Protection Act:

* makes our data protection laws fit for the digital age in which an ever
increasing amount of data is being processed

*« empowers people to take control of their data
e syupports UK businesses and organisations through the change

s ensures that the UK is prepared for the future after we have left the EU

The text of the Data Protection Act and related documents can be found here
on legislation.gov.uk. Historical documents relating to the passage of the Act
can be found on the Parliament website.

https://www.gov.uk/government/collections/datgrotection-act-2018



Scene Setting

Common Law

https://www.health-ni.gov.uk/articles/commoraw-duty-
confidentiality

>

(® What is GDPR and how will it af > F 'What Is General Data Protectior > @2 The Common Law

Jlaw-duty-confidentiality

The Common Law Duty of Confidentiality

Topics: Good management, good records , Legal and professional obligations

Common law is not written out in one document like an Act of
Parliament. It is a form of law based on previous court cases
decided by judges.

The Common Law

Common Law is also referred to as ‘judge-made’ or case law.

The law is applied by reference to those previous cases, so common law is
also said to be based on precedent.

The general position is that if information is given in circumstances where
it is expected that a duty of confidence applies, that information cannot
normally be disclosed without the information provider's consent.

In practice, this means that all patient/client information, whether held on
paper, computer, visually or audio recorded, or held in the memory of the
professional, must not normally be disclosed without the consent of the
patient/client.

It is irrelevant for example how old the patient/client is, or what the state of
his/her mental health is; the duty still applies.

Three circumstances making disclosure of confidential information lawful
are:
* where the individual to whom the information relates has consented

* where disclosure is necessary to safeguard the individual, or others, or is
in the public interest

* where there is a legal duty to do so, for example a court order



S0 good so far

ALegislation clear and in our interests
AProtects us from Big Brother
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How Is this affecting research?

AMultiple statutory bodies implementing the legislation within the
research arena utilising big data

duplication

ASuggestion of varying, changing and at times inconsistent
interpretation of GDPR and DPA 20187



Bodies involved

AHealth Research Authority
1. Research Ethics Committee
2. Confidentiality Advisory Group

ANHS Digital safe-haven
AIGARD

APublic Health England
A Office for Data Release



Independent Group Advising on the Release of Data IGARD

AConsiders all requests for dissemination of confidential information,
as defined in section 263 of théealth and Social Care Attrough
the Data Access Request Service (DARS)

AAIms to improve transparency, accountability, quality and consistency
through robust scrutiny of NHS Digital distributions

AIGARD independently assesses applications for data to NHS Digital to
minimise risks of any information disclosure

https://digital.nhs.uk/aboutnhsdigital/corporateinformation-and-documents/independengroup-advisingon-the-releaseof-data



Office for Data Release PHE

PHE makes its data availabledona fideindividuals and organisations
who wish to use it for acceptable health and care purposes, providing

patient confidentiality is not compromised and appropriate research
ethics approvals have been granted

https://www.gov.uk/government/publications/accessimublichealth-englanddata/arrangements
for-accesdo-nationaldiseaseregistrationdata-held-by-phe



Still all feels very good In principle
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Getting approval for research involving patient data

ACumbersome process
ADuplication of reviews to ensure compliance with legislation

AConsent forms and Participation Information Sheets become

AComplex
ALengthy
AUrrinterpretable



Study to explore the benefits of PPl Iin a
research programme

On line questionnaire for PPI participants in a 4 year raeltitre
programme

8 Screens of information before the survey of under 10 screens of
guestions.



The LAPCD study presented a novel model of patient and public involvement through
development of a separate work-stream to help ensure that the User Advisory Group
(UAG) was invelved throughout the study. The aim of this evaluation is to explore how
well this model of patient and public involvement worked for the study, what impacts it
had on the study, and to report any challenges encountered.

wWhy have | been chosen?

You have been chosen because you are a member of the LAPCD team and have
experience of patient and public involvemeant in your individual work package in the
LAPCD study or through the LAPCD study as a whole (e.g. advisory group mestings).

What do we want the research to find out?

The aim of the research is to explore the impacts of patient and public involvement on
the LAPCD research study, and to explore any the challenges experienced. This would
include exploring what processes and contexts worked well to develop effective patient
and public involvement throughout the study, and what hindered the process.

Why are we doing this study?

There has been a rapid growth in patient and public involvement in healthcare research
in the past ten years. Howewver, althocugh the UK Government is committed to PPI in
health research, there is a need for more robust evidence of its benefits, and a need to
explore what works, for whom, why. and in what context. The current evidence base
lacks satisfactory reporting of PP in published papers, and there is a need for more
evaluation studies of PPI.

wWhat would 1 have to do?

If you agree to participate, we will ask you to complete a short online survey which asks
vou to give examples of your experience of PPI in the LAPCD study, ask you about
factors you think supported the PPI in the LAPCD study, and factors which hindered the
PPl in the LAPCD study and ask if you experienced personal benefits from PPI in the
LAPCD. We will also ask you to tell us about examples of PPI in the LAPCD study that
you have been involved in, and ask you what modifications to the method of involving
service users in the LAPCD study would have improved PPIl. This survey will take about
20 minutes to complete. ¥You will be asked to give your consent to participate at the start
of the questionnaire. Howewer, if you change your mind and don’t want your responses
used for the purposes of this study you can withdraw your responses at any time up to
the end of data collection and your data will not be used in reporting on this study. While
every effort will be made to keep responses confidential, please be aware that those
within the wider research team may be able to identify you from your responses. If you
are providing examples of working within specific work packages then it may become
evident who you are to octher members of the research team. Your responses will be
confidential and anonymous in external reports and published papers. We hope you will
feel comfortable in responding to all the items in the survey but if you would rather not
complete some questions you can simply leave them blank and move on to the next one.







